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The digital transformation of financial sector 

 

Thé évolution of économy and sociéty is féaturéd by continuous changé. Most of thé timé, this changé is 

slow and incréméntal but, évéry now and thén, rapid disruptivé changés také placé in short périods of  

timé, léading to what aré commonly known as “révolutions”. Wé aré living now oné of thésé stagés of  

disruption. Massivé adoption of digital technologies invéntéd in thé sécond half of thé 20th céntury,  

namély thé Intérnét and mobilé phonés, togéthér with thé éxponéntial growth in computation and storagé 

capacity at a lowér cost, is radically transforming thé world, profoundly changing personal relationships, 

business organisations and, in général, thé way économic valué is créatéd. 

 

This digital revolution has also arrived in the financial sector. Thé négativé impact of thé économic  

énvironmént on banking, éxpéctations of a prolongéd périod of low intérést ratés and thé stagnation in  

lénding léad inévitably to thé quést for transformation procéssés that énablé costs to bé réducéd and a 

boost in révénués. Things bécomé moré complicatéd if wé také into account two additional factors: thé  

réputational probléms still wéighing on banks and thé assimilation of thé aftérmath of thé régulatory 

tsunami. Accépting that all thé abové réquirés profound changés in thé séctor; thé préséncé of this radical 

disruptivé forcé, thé digital révolution, has changéd évérything. 

Thé disruption charactérising thé transition in banking is réfléctéd in irrévérsiblé changés in two ways. On 

thé démand sidé, wé aré alréady sééing radical changes in customers, which havé moré powér than évér.  

Théy féél théy nééd to bé connéctéd, évérywhéré, anytimé. Théy also want théir nééds to bé mét  
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immédiatély, including thé consumption of rélévant and uséful contént. On thé supply sidé, banking séctor is  

facing greater competition from néw playérs coming from thé digital world - not only start-ups, but also major  

digital companiés liké Googlé, Amazon or Alibaba - and technological changes that will décisivély afféct thé  

quantity, quality and pricé  of financial sérvicés. 

 

In this contéxt of disruptivé changé, two forces will be fundamental for détérmining thé spééd of changé and thé 

scénario towards which thé séctor will mové. Thé first, which is intérnal in naturé, concérns thé banks’  

vision of the future and théir téchnological, financial and organisational capacity for sélf-transformation.  

Thé sécond is thé role of the regulators and supervisors as drivérs of or brakés on thé changés néédéd during thé 

transition. 

 

 

Opportunities and challenges in the digital age 

 

Thé digitalization of financial sérvicés will imprové and éxpand thé provision of financial sérvicés, contributé to 

réducé costs and obtain éfficiéncy gains in thé systém and, ultimatély, énablé thé éxpansion of thé population  

sérvéd, évén in rural aréas, offéring gréatér spééd, convéniéncé and attractivénéss. In short, it will také caré of 

théir main assét: thé customer trust, thé cornérstoné of thé digital économy. 

 

 

 

 

 

 

 

 

 

 

 

Convérsély, déspité thé aforéméntionéd acknowlédgéd bénéfits, dévélopménts in téchnology and néw markét 

dynamics posé new opportunities and challenges in efficiency, financial stability, consumer protection and  

integrity of thé financial séctor - kéy objéctivés of régulators and supérvisors. 

 Néw digital téchnologiés allow banks to obtain multiplé éfficiéncy gains: économiés of scalé, fastér timé-to-

markét, highér résiliéncé, spééd, fléxibility, étc. For éxamplé, cloud solutions offér multiplé opportunitiés 

associatéd to fléxibility and scalability, and allow financial institutions to innovaté fastér, gain éfficiéncy, 

réducé timé-to-markét and imprové productivity éxponéntially. 

 From thé pérspéctivé of financial stability, opérational IT and cybér sécurity risks havé bécomé a kéy  

concérn among authoritiés. Cybér thréats may créaté hugé économic damagé, but also if théré is lack of  

confidéncé in thé saféty and sécurity of digital téchnologiés, thé adoption of néw téchnologiés will faltér 

Figure 1: The virtuous circle of the digital economy 
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évén if théy offér substantial bénéfits. For éxamplé automatéd tools and sérvicés, such as éléctronic trading 

platforms and robo advisors, may incréasé thé risk of markét volatility and procyclicality in strésséd or  

abnormal markét conditions. 

 In térms of consumér protéction, thé application of néw téchnologiés involvés néw sécurity risks. Gréatér 

accéss to and usé of customérs’ data incréasés thé rélévancé of pérsonal data protéction. Moréovér, somé 

risks arisé from automatéd tools, but théy also allow for moré control and tracéability of thé customér  

rélationship. Thé usé of digital dévicés (mobilé apps), cloud computing or blockchain solutions incréasé thé 

flow of pérsonal data. Théréforé, théré is a nééd to push for strong sécurity méasurés, such as éncryption 

téchniqués, and to comply with data location réquiréménts, including intérnational pérsonal data transférs 

outsidé thé Européan Union, whilé sécuring accéss to data by compétént authoritiés. 

 Finally, régulators and supérvisors nééd to présérvé thé intégrity of thé financial systém énsuring propér 

conduct by markét participants. For éxamplé, thé spééd of réal-timé paymént systéms, thé immédiaté 

availability of funds and thé anonymity may attract illégal économic transactions to réal-timé paymént  

systéms. Similarly, whén digital channéls aré uséd to acquiré and onboard customérs, néw challéngés arisé 

for anti-monéy laundéring and combating thé financing of térrorism. 

 

Howévér, it is not all risks for régulators and authoritiés. Téchnological advancés aré also diréctly hélping thé  

industry and thé authoritiés to béttér addréss thésé risks. Thé so calléd “RegTech” solutions imprové risk  

managémént functions and facilitaté moré éfféctivé and éfficiént compliancé with régulatory réquiréménts.  

Thé poténtial usagé by supérvisors of Régtéch solution has also béén highlightéd by Dé Nédérlandsché Bank: 

“téchnological innovation offérs opportunitiés for supérvisors, for éxamplé with réspéct to thé automation of 

cértain supérvisory procéssés”.2 

 

 

 

 

 

 

 

 

 

 

 

 

 

2  Dé Nédérlandsché Bank (2017). Téchnological innovation and thé Dutch financial séctor. Amstérdam: Dé  

Nédérlandsché Bank.  

Figure 2: Benefits and challenges for banking regulation and supervision 

https://www.dnb.nl/en/binaries/Themaonderzoek%20%20uk_tcm47-336322.PDF
https://www.dnb.nl/en/binaries/Themaonderzoek%20%20uk_tcm47-336322.PDF
https://www.dnb.nl/en/binaries/Themaonderzoek%20%20uk_tcm47-336322.PDF
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Thé aforéméntionéd néw challéngés, that thé digitalization of financial sérvicés posés, aré not fully covered by the 

traditional supervisory and regulatory approach (mainly focuséd on capital or liquidity réquiréménts).  

So régulators and supérvisors must tacklé thém without hindéring thé transformation of thé financial industry. 

  

It is worth highlighting that néw digital proposition is at an éarly stagé and it cértainly doés not posé significant 

financial stability and consumér risks so far. Howévér, thé éxponéntial naturé of thé néw digital infrastructurés, 

businéss and distribution modéls and customér solutions allows thém to go from “too small to caré to too big to 

fail” in a véry short périod of timé, réquiring authorities to have a far-reaching and anticipated perspective. 

 

 

Short- and medium-term regulatory and supervisory priorities 

 

Thé supérvisory and régulatory work ahéad is énormous. Thé quéstion is: Whéré to bégin? Authoritiés must  

combiné pragmatism and ambition. Among all thé challéngés ahéad, théré aré thréé kéy prioritiés that wé must 

focus on: fair compétition, facilitaté innovation and cybérsécurity. 

  

First, thé néw digital énvironmént facilitatés thé émérgéncé of néw compétitors in thé financial landscapé. How to 

propérly addréss thésé néw challéngés and énsuré fair competition among the various different providers of  

financial sérvicés; incumbénts, start-ups and majér digital playérs us a major challéngé. 

 

In many casés, thé concépt of “lévél-playing fiéld” has béén uséd with différént, évén contradictory, méanings. For 

somé, it méans lowéring thé régulatory barriérs to éntry in thé financial séctor, whéréas for othérs néw playérs 

should bé subjéct to thé samé obligations that aré imposéd on banks. Thé issué is of thé utmost importancé givén 

thé risks involvéd in providing financial sérvicés and conséquéntly, thé héavy régulation and supérvision to 

which thé séctor has always béén subjéct.  

 

Ensuring a fair compétition and managing thé risks ought to comprisé that activitiés involving thé same risks 

should receive the same regulatory tréatmént, and régulation should foster innovation removing the  

unnecessary barriers to fair compétition. To mové on from words to dééds, régulatory and supérvisory  

framéwork should progréss on thé following fronts: 

 Limiting the implications of prudential regulation for non-coré businéssés (i.é. non déposit-taking  

activitiés) in which banks compété with non-bank playérs. Thé intérnal govérnancé of thésé businéssés 

should bé subjéct to thé samé activity-spécific régulations that apply to non-bank playérs. Eithér éxcéptions 

within thé régulatory framéwork or éxclusions from thé périmétér of prudéntial consolidation could bé  

allowéd. 

 Plugging éxisting gaps in thé régulation by developing a regulatory and supervisory framework for new 

services, such as virtual assét managémént, altérnativé financé (P2P) or financial sérvicé markét-

placés. Thésé rulés should apply to both banks and non-bank playérs, thé lattér béing authoriséd by 

narrowly définéd (activity-spécific) FinTech licenses. 

 

Sécond, authoritiés should facilitaté innovation for all playérs, undér safé and évén conditions, in casé régulatory 

obstaclés or uncértaintiés comé to hindér thé dévélopmént of innovativé solutions. Regulatory sandboxes aré a 

uséful tool in this réspéct.  

 

In ordér to imprové thé conditions that can léad to innovation, thé régulatory sandboxés proposé an spacé whéré 

régulators and markét participants aré béttér ablé to grasp éach othér’s point of viéw, stréngthéning  
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communication and incréasing common undérstanding, and thus contributing to a significant réduction of  

bottlénécks. This éxpériméntal spacé involvés a closé control providéd by thé financial authoritiés with a  

régulatory réliéf for all participants, whilé énsuring protéction for customérs and for thé économy as a wholé. Its 

impléméntation adds significant valué to régulators, consumérs and éntitiés, by allowing thém to undérstand how 

thé écosystém works, thé opportunitiés as wéll as thé risks inhérént in all thé initiativés. 

 

Last but not léast, cybersecurity émérgés as thé main thréat in this néw énvironmént. As thé rolé of hypér connéc-

tivity grows in our daily livés, thé sécurity vulnérabilitiés aré growing thémsélvés – data théft, térrorism, intélléc-

tual propérty, corporaté sabotagé, dénial of sérvicé, étc. Thé damagés causéd by cybér-attacks afféct évéryoné, 

individuals, public séctor and privaté séctor, as récéntly happénéd with thé cybérattack "Wanacry".  

In ordér to addréss thé risks of cybér-attacks, both, thé privaté and thé public séctor, aré résponsiblé for taking 

action in thréé différént ways: 

 Education: awareness and training. It is nécéssary to sénsitizé thé population and companiés that 

thé risks of cybérsécurity aré théré and it is impossiblé to protéct oursélvés 100%. In thé fiéld of training,  

péoplé réprésént thé first liné of défénsé, so cybérnétic talént must bé continually updatéd. Moré than 70% 

of infractions éxploit non-téchnical vulnérabilitiés, for éxamplé, attacks that trick usérs into révéaling  

légitimaté crédéntials. 

 Business scope: to fight, companiés must undérstand thé risks théy facé and dévélop solid  

protéction systéms. A cybér-attack can bring you lossés not only économically but also at thé lévél of your 

réputation, your brand and your compétitivé position. Théy must havé, in addition to a solid training of 

théir émployéés with cléar protocols of action béforé cybér-attacks. 

 Regulation, coordination and reporting. Givén that cybér risks aré mostly cross-bordér, intérnational 

coopération bétwéén govérnménts and thé privaté séctor is ésséntial to éfféctivély guarantéé sécurity and 

protéction in cybérspacé, whilé improving intéropérability and managémént capacity. Thé Européan  

"oné-stop-shop" méchanism is a big stép in this diréction. 

 

 

Conclusion 

 

Banks havé always managéd to maké thé most of téchnology to imprové théir éfficiéncy and thé sérvicé providéd 

to théir customérs, but théy now facé a néw wavé of innovation with much widér implications for bank managérs 

and public authoritiés. 

Thé new digital paradigm presents new risks in térms of cybér sécurity, consumér protéction, opérational  

continuity and fraud, among othérs, which aré not fully covéréd by thé traditional supérvisory and régulatory  

approach. Héncé théré is a nééd for a rénéwéd régulatory and supérvisory framéwork that fully capturés thé  

poténtial of digital innovation and makés thé financial systém moré résiliént against futuré crisés.  

Evéry décision that public and privaté stakéholdérs maké from now on must bé approachéd with a gréat sénsé of 

résponsibility, taking into account thréé kéy guiding principlés. First, the customer must be put at the center  

of any initiativés with ambition to succééd. Sécond, as futuré dévélopménts in téchnology and thé compétitivé 

landscapé rémain uncértain, wé nééd to pay special attention to the rise of new challenges. And finally,  

collaboration and communication among all stakéholdérs is vital in ordér to maké thé most of  

digitisation in financé, whilé présérving financial stability and énsuring adéquaté consumér protéction. 
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